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Executive Summary

This document is the final report of the DART waqgrickage Sl4. It documents the
aims and objectives of the work package in termgsotontribution to the DART
project, provides a detailed description of the kmandertaken over the course of the
project in order to achieve those aims and provatearchival record of the research
undertaken into security infrastructure. Configiomat instructions for security
mechanisms that were tested during this projecals@include.

This report offers recommendations on an end to sswlrity solution for the e-
Research infrastructure framework.
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1 Introduction

This report presents the findings of research ualen as a part of the DART
(Dataset Acquisition, Accessibility and AnnotatiefResearch Technologies)
project, specifically for Work Package SI®rovide a secure service for

transferring data from sensors/instruments to réjoes using Grid security.

DART (http://www.dart.edu.al/ is a collaborative project led by Monash
University (MU), with partners James Cook UnivergilCU) and the University
of Queensland (UQ). Its emphasis has been on pmgvidupport for the
collaborative research process and on adoptingianad approach to improving
open access to the results of publicly funded rebea (see
http://www.dart.edu.au/DART_Bid Document.pdfStructured as a series of
twenty-seven inter-related work packages or rebetasks, it was designed as a
coordinated program of requirements analysis, softvdevelopment, and policy
and guideline creation that could provide ‘proof adncept’ for a range of
software tools to support e-Science/e-Research. rElsalts are intended to
provide guidance on how best to:

collect, capture and retain large data sets aedrsis from a range of different
sources;

deal with the infrastructural issues of scale, angbility and interoperability
between repositories;

support deposit into, access to, and annotatioa tange of actors, to a set of
digital libraries which include publications, datés simulations, software and
dynamic knowledge representations;

assist researchers in dealing with intellectualpprty issues during the
research process; and

adopt next-generation methods for research pulditatissemination and
access.

Overall, DART has been motivated by a number ofceons, as expressed in the -- Check
7777777777777777777777777777777777777777777777 reference is it from a document?

original DEST call for proposals and in the oridiBRT proposal. These include:

increased collaboration — including between disegd and institutions, and
often with international partners

access to new technologies — computer simulatignchsotrons, sensor
networks

the expanding size of datasets used in research
increased computing analysis — data and simulati@msive
a need to make better use of publicly funded data
increased transparency / reproducibility of results

new forms of research validation
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extending peer-review and allowing for annotatioh online information
resources, including datasets and elements wititimsedts

The Storage and Interoperability work package 44)Siriginally concerned the
provision of a secure data transfer facility frdme sensors/instruments to repositories
using Grid security. This was re-scoped to encosasecurity architecture for the
whole of DART as described in section 2. Sl4 canftés to the DART project aim to
collect, capture and retain large data sets arghmsis from a range of different
sources. The work package addresses the growingj teeprovide access to new
technologies such as sensor networks and scientifituments, and to securely
transfer the data produced to repositories thabfea associated with a grid.
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1.1 Work Package Sl4: Goals and Objectives

The aim of this work package was to provide a ssdata transfer facility between
sensors/instruments, repositories and the gridgugind security. This included
transfer and access between

Sensors and/or instruments to grid repositories

Distributed grid storage units

Grid storage units and end-users

Grid administrative points and external collabamfpartners.

The deliverables of the work package were to be:
Secure sensor/instrument to grid data transfer argsm
Secure Intra-grid data transfer facility
Shibboleth/GSlI-based single sign-on facility witleir-realm authentication
Secure peer-to-peer data communication mechanism ifder-user
collaboration
Secure grid data access mechanism by externabooiive partners
Network monitoring and log auditing facility.
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2 Sl4 Project Milestones

At the proposal time the original work package vsagcified to provide a secure
service for transferring data from sensor/instrutbeto repositories using grid
security. It was subsequently recognised that topes of the work package would
have to be expanded. The reason for the chandpe ialtjectives was that secure data
access and transfer for the DART project could heused by implementing a
complete security solution which meets the secugtjuirements for the entire Grid
network. Therefore, it was not sufficient to appicure data transfer mechanisms for
the sensors/instruments to Grid data channels al@ommunication of data between
the various distributed data storage units musbvioh certain set of defined policies,
which must not be violated at any times. Similady, authenticated access channel
must be setup for access of Grid data by authorzretiusers alone. The transfer of
Grid data between the distributed storage unith®fGrid must be authenticated, and
be held in confidence as well. The scope of Sl4 wasadened from
sensors/instruments to repositories to encompassasfer paths and authentication
points.

Consequently the milestones set for the work packegre:
Analysis & design of end to end grid security sckem

Design of secure sensor/instrument to grid datesfea protocol

Inter realm authentication (design & implementation
Policy development

Monitor, detect & audit security breaches.

This represented an 18 month schedule of work #ffgctively commenced in
February 2006. The scope of the work package wa# agdefined in November
2006 in response to a DART Security workshop. Sgcuarchitectures are
problematic in any system development effort arisl ithhcompounded in a distributed
system that requires access across organizatiangidaries such as in DART. The
workshop was held in response to a nhumber of isthetsbecame apparent as the
DART prototype was being built. The DART projectsnaviewed seeking a practical
end to end security solution for the DART prototygensequently milestone number
5 was deleted due to a lack of resources and timst&ints.

2.1  Analysis & design of end to end grid security s cheme

The main technology in use with grid architectusethe Grid Security Infrastructure
(GSI) which is part of the Open Grid Services Atebiure(OGSA). This was the
major technology used in the end to end securisygthe Section 3.1 gives
background in to GSI and its application and auibation mechanisms. Section 3.2
details the design established for the SI-4 Sec#éwithitecture incorporating GSI.
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2.2 Design of secure sensor/instrument to grid data transfer protocol

Transferring data from sensor networks or instrushémthe grid is a new and novel
problem. Most efforts in this area have involveeépiag the instruments on local area
networks that are not open to wider area netwockss In designing a protocol for
the secure transfer of data from these devicestmtal repository and a remote
computational grid several possible scenarios \wesestigated. Section 3.9 presents
and discusses these scenarios.

2.3 Inter realm authentication (design & implementa  tion)

There are a number of technologies involved in segisoftware and each operates
on different aspects of security. These technofogie reviewed in sections 3.3, 3.4
and 3.5. Section 3.6 presents the optimal apprivesbcuring the DART Network
while section 3.7 and 3.8 discuss possible impleatem strategies for this approach.

2.4  Policy Development

In designing a security architecture it is necessaraddress the issue of who has
access to what parts of the system and to ensuyettan correctly authorized users
have access to nominated resources. For the DARIrise solution grid access

permissions or policies are set using a grid-mapfihis is a typical policy map

containing a pair of identifiers that are interraghto confirm which services a

particular user has the right to access. An exafnpie the grid-mapfile is:

"/C=au/O=Monash University/OU=Information Techngyo
Services/CN=<user>/emailAddress=<user>@monashgtklacal
user>

The issue of policies is covered as each secueiyhanism is discussed.
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3 Project Outcomes

The outcome of this work package is this documdrithvis a review of the security
mechanisms available for use in grid implementatidnnumber of security
approaches are available at different levels ofytiet architecture. This project
implemented several mechanisms to observe theirapérability and effectiveness.
Recommendations have been made as to there aten@ss.

3.1 Grid Security Infrastructure (GSI)

The GSI as part of the Open Grid Services Architec{OGSA) relies on the use of
public-key cryptography to achieve the followinge objectives:

- Secure communication between the variousegridies

- Secure communication across organisationaharies

- Single sign-on facility for grid users anedential delegation

All users on a GSl-enabled grid setup must haveSadertificate issued to them by
the locally operating CA, for identification purgss The GSI certificate consists of
the following fields:

- Entity name ( name of person or grid resource

- Entity’s public key generated by the CA

- CA's identity to verify the signature on thkertificate certifying the public key
and the identity of the certificate owner

- The digital signature of the named CA

GSI certificates are encoded in the X.509 standssthblished by the Internet
Engineering Task Force (IETF). It may be noted fbata certificate-based security
scheme to work successfully, all certificates usgdcommunication must be signed
for by a CA which is mutually agreed upon by bdtha sender and the receiver.

GSl-based mutual authentication:
If two parties intending to communicate with eatheo trust a common third party, a
CA in this case, they can prove their respectiantities to the other party. This is
called mutual authentication. The GSI uses Secuoke®s Layer (SSL) or Transport
Layer Security (TLS) for supporting mutual autheation. Following are steps for
mutual authentication between two grid entitiedc@l(grid primary storage) and Bob
(grid secondary storage):

- Alice establishes communication with Bob

- Alice forwards her certificate to Bob

- Bob is now aware of Alice’s claimed identity

- Bob will verify the CA’s digital signature oAlice’s certificate to confirm her
claimed identity

- Bob must verify that Alice is actually therpen identified in the certificate by
confirming that Alice has the private key corresgiog to the public key in the
certificate

- Bob sends a random message to Alice

- If Alice is not a masquerade, she will en¢rye random message received using
her private key known only to her and the CA

- Bob will decrypt the message received frortélusing her public key which he
already acquired and verified from Alice’s certifie
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- If the message is the same as the randomagesgenerated by Bob, he can be
sure that Alice is the actual person identifiedhia certificate

- The above steps are repeated in the revénesgtidn so as to prove Bob’s identity
to Alice

Post authentication, it is essential to assessctlhigality of the messages to be
exchanged

by the communicating entities. The confidentiatifyall communicated messages can
be

achieved by encryption of all plaintext messages.

GSl-based confidentiality:

GSI does not encrypt data transfers by default. él@w the latest export regulation
approval for Globus ensures that 3DES and SHA-1lbeansed with GSI certificates
for provisioning message encryption/decryption dob@s-based grid systems. All
communicated data within the grid system will haue encryption mode option
available to ensure protection of data confideityialhe communicating parties must
register with the designated certification autho(A) operating in the network, and
acquire their respective (public, private) key paifhe grid security infrastructure
(GSI) supports the use of Triple DES as the stahdarcryption algorithm. All
communicating entities within the grid storage ratwill be configured to run GSI-
associated applications.

The data communication channel between the gatewdythe grid proxy can follow
one of two options for secure communication:

1. Symmetric encryption: A pair-wise shared keyween the Sensor Gateway and
the Grid Primary Storage must be established. &G Scommunication will be
encrypted using an encryption standard supporte@®lysuch as 3DES — Scalability
issues

2. Public Key Infrastructure (PKI) - supportdty GSI to ensure that all
communication on S2G is encrypted using the appatgppublic keys of the receiver
entities. The decryption process can only be daireguthe corresponding private key
which, is held in confidence by its respective owne

Data Integrity: All raw data transfer on the S2G will undergo ategrity check
upon being received at the destination - Grid prymstorage in this case. The
integrity check will be performed by using a Messaguthentication Code (MAC)
where, a MAC is defined as a hash function of tlengext message alongwith a
secret key known beforehand to only the sendereceiver of the message.

Pair-wise secret key based MAC computation:
Msg: Actual Message to be sent from Gateway taq3tie storage
Ksg : Shared secret key between Gateway and Gnidgst

Actual message transmitted: {Msg, MAC(Msg)}
MAC(Msg) = H{Msg1,Kg}

It is assumed that the GSI public key infrastruetigractive. The following steps are
taken to establish a pair-wise secret between ¢hsas/instrument gateway and the
grid proxy:
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1. Sensor gateway (S) initiates the key exgharotocol by generating a random
passkey of 8 character length or morgyK
2. S digitally signs the passkey with its sityme (using its private key).
a. S crunches the passkey to a megdiggst using SHA-1 (Secure Hash
Algorithm-1) H{pk}
b. S encrypts the message digestitgitbwn private key
Digital signaturgiH{pk}}K £*°
3. S encrypts the digital signature and tlaénpext passkey using 3DES with grid
proxy’s public key (K9
Message = {Digital sign&tupasskey} &’“b
4. S forwards the resultant message to tlepyaxy (G).
5. G encrypts a random number with its privag K", and computes the MAC
for the message with the shared secret kgy K
6. G forwards the message to S.
7. S verifies that the MAC has been succdysfeteived by G.

Authentication Mechanisms:

GSI uses public key cryptography which, relies be usage of a pair of keys,
namely, public and private. The owner of a key paia public key infrastructure

(PKI) makes one of her keys, the public key, puplavailable, while keeping the

private key to herself. Any person intending to cammicate with the owner of a key
pair must encrypt the message to be transmittetgwsistandard such as triple DES
(supported by GSI) where, the key used for encoypthust be the receiver’s public
key. The receiver being the only person to knowptieate key of her key pair can

decrypt the message with it. The (public, privakey pairs are mathematically
calculated beforehand to ensure successful enory@tind decryption of messages.
The Storage Resource Broker (SRB) standard suppwetsisage of either its own

private standard for authentication, ENCRYPTL1, rorcases where an SRB entity
needs to communicate with a Globus-based gridyer@SI-AUTH is supported as

well, wherein the GSI-AUTH relies on the usage &08 public key certificates as

compared to SRB’s own ENCRYPT1 standard.

Certification Authority:

A certificate verifies the claim that a given pubkey does in fact belong to the
claiming entity. Certificates are generated andadsby entities called certification
authorities (CAs). A CA can be operating eithetivitthe organizational network or
operating in a globally accessible location. Forppses of issuing certificates at the
organizational- level, a dedicated CA must openaithin the grid network. In
situations where a grid entity or user may wishsézurely communicate with an
external client (a client outside the jurisdictiohthe grid) a mutually agreed upon
CA must be established by both communicating estitin such scenarios, the CA
will be an independent, third-party entity, trustgdthe communicating parties.
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3.2 Sl4 Security Architecture

Figure 1 is a schematic of the SI-4 security aettitre. The main elements of the
architecture are described below.

1. Data integrity check for all S2G data tfers were ensured by having a
Message Authentication Code (MAC) calculated, amehtverified at the receiver's
end.

2. Essential to have a Certification Author{tyA) operating and accessible by
both the grid as well as the sensors/instrumeritseftificates were issued by the CA
for securing the S2G channel. The public keys & tkceiver were used for
generating the MAC to be sent as a message orgiffier as well as the message
integrity checker by the sender on the S2G char@lebus Security Infrastructure
(GSI) supports the use of CAs for authenticatiomppses alone. Globus had export
license issues for usage of encryption with itdveafe. However, in order to achieve
confidentiality it is essential to support encrgpti GSI later approved the usage of
GSI public keys for purposes of data encryptione Tgss_init_sec_context and
gss_accept_sec_context variables set the ret Mldgsthe GSS_C_CONF_FLAG if
encryption is being used. The caller can then deter if it wishes to continue.
Globus_io checks for this, when the
GLOBUS_IO_SECURE_PROTECTION_MODE_PRIVATE is set.thWDpenSSL
the cipher chosen should be 3DES with SHAL. Withe#y-0.9.0 it was DES and
MD5. But the cipher can actually be overridden ke tuser, by using the
SSL_CIPHER environment variable to set the ciplsts bn both sides
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Figure 1 SI-4 Security Architecture

3.3 Encryptl vs GSI

ENCRYPT1 and GSI are about equal in how secure #reyfor server to server
connections. The most important feature is thgtlam-text passwords are exchanged
on the network and both do a good job with thathéti one would be very difficult to
break even if the attacker has the source codesantbnitoring network traffic. A
somewhat less critical question is what happeias iintruder gains control of a host
that is being used. In this case, GSI is somewhttebbecause the credentials that
might be stolen are only those that are currentlva (via grid-proxy-init for the
user) and they will often be time-limited (typicalto only 8 or 10 hours). With
ENCRYPT1 the plain- text passwords are stored @\ fddasAuth file and an
intruder, with root access, could copy and use @nthem. However, if an intruder
gets root access on one of your machines, you &deemore to worry about. They
could, for example, replace trusted utilities sashssh with versions that provide
them with passwords to other hosts, which has Hgthappened. In the latest SRB
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release, users can use a new utility, Sauth, te skeir passwords in a scrambled
form. This adds to the security a bit, becauseilit take more effort to break the

passwords. With the SRB source code, they couldrbken, but without the code, it

would be difficult. In either case, it is more wakd so offers a bit more deterrent.

For server to server authentication the situatiomare difficult because the processes
have to be able to automatically authenticate. V@81 you could create a credential
that is valid for a year or so, and if that is sioit can only be used for a fraction of a
year, and there is an additional responsibilitylus user’s part to remember to renew
her credentials each year. Possible solution: Rergt holding the password in
plain-text at a designated time each year. Thiglain-text passwords stored in a
script are easy targets.

GSI_AUTH is difficult to configure, setup and usad it is therefore recommended
to

use ENCRYPT1 where possible.
[https://lists.sdsc.edu/pipermail/srb-chat/2004-Nolier/001417.htrjl

GSI Security Infrastructure with standards used

Message-lavel

Message-level Transpor-level

Security Security Securit
- . w/Usernames and ) ty
WX 509 Credentials Bacswords Wi 509 Credentials
Authorization SAML and grid-mapfile SAML and
grid-mapflile grid-mapfile
) %508 Proxy X.508 Praxy
Delegation Certificates WS- Certificates! WS-
Trust Trust
S X608 End Entity Username! X.509 End Entity
ALthentication Certificates Fassword Cerificates
Message WS-Security _
Protection WS-SecureConversation WS-Security TLE
Message format SOAP S0AP S0AP

Figure 2. Overview of the GT4 GSI security infrasture and standards used for
different functions

Data encryption overhead for large dataset transfes on GSl-enabled Globus
infrastructure

GSI full authentication per connection ~ 27056 us
Certificate overhead ~ 50 to 2000 bytes

TLS/GSI_AUTH may be used for setting up the initahnection as a response for
the subscription. Upon completion of the connectestablishment process, the
communicating entities may securely exchange symenkéys using the TLS/GSI,

and public key certificates. Subsequently, a lowrbead conventional block cipher
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may be used by the communicating entities. No @rrthuthentication will be
required, and the communicating parties may use S8&sion over multiple
connections. Typical time required for establishingCP session is 70 us, about 380
times faster than a GSI authentication connection.

The main overhead to be considered now is the ptiory overhead. Since the
symmetric key establishment between the communigatities is done only once,
it may be safely neglected. On a typical Plll pssm with 1.2 GHz, the encryption
speed is 37 sec/GByte, using the CAST block ciphiee. length of a typical block is
8 bytes for most common block cipher algorithmshswas IDEA, CAST and

Blowfish.

It is also important to note that the above segeesteps are not stateless. Both the
client and the information provider have to maintancryption state in the form of
the cipher mechanism used and the shared key betives.

3.4 Secure Sockets Layer (SSL)

Secure Sockets Layer (SSL) uses GSI X.509 cetigficeSSL is lightweight because
it does not involve any XML manipulations. Also,cept the initial handshake, SSL
uses a symmetric cipher, which is known to be mfagtier than an asymmetric
cipher. However, since it is transport layer seguiit does not work if the client
wishes to communicate with the server over multqenections, a feature supported
by SOAP. SSL involves a handshake as its initidsghto establish an encrypted
connection. This can be an overhead if each inimtaf a service involves this setup
phase. XSUL (also known as XSOAP4) is a modulaa J@wary that constructs Web
services and Grid services. XSUL is being develagdddiana University.

XSUL supports HTTP KeepAlive option to keep the HPTGdonnection open so that a
client only needs to do the handshake once whenligret wants to interact with the
server multiple times, so as to reduce the overhafadonnection establishment
through handshakes for each per client-server gainection. The GT3.2 does not
offer any straightforward APIs to set the HTTP Kakpe option.

3.5 XML-Signature

XML-Signature is a standard for digital signatufes XML documents. The usage of
XML-Signatures with SOAP messages is described i8-S®curity specification.
With XML-Signatures, each message is signed with iivate key of the sender’s
X.509 GSI certificate. It ensures the integrityasoinessage, but it does not support
replay-attack prevention. As opposed to WS-Secung€@sation, which will be
described later, this mechanism is stateless aad dot need any initial handshakes.
Thus, it is suitable for a single invocation of arvdce. GT3.2 supports this
mechanism as GSI| SecureMessage. XSUL also sugherssame mechanism.

WS-SecureConversation
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WS-SecureConversation is a relatively new protdoolestablish and use secure
contexts with SOAP messages. First, a secure doistestablished between a client
and a server. Once the security context is estaulissubsequent messages are signed
using the XML-Signature standard. It is faster lnsegit uses a symmetric key to sign
messages, but it requires additional round tripsestablish a connection. This
mechanism is suitable for multiple interactions.

XML-Signatures vs SSL.:

XML-Signature is much slower than transport levetigity. Compared to the non-
secure versions, the difference is almost two @rdefr magnitude. For XML-
Signature, XSUL is slightly slower than GT3.2, alligh both GT3.2 and XSUL use
the same security library, Apache XML Securitystgn and verify XML messages.
For the XSUL implementation of XMLSignature, the tlaars measured the
performance with the HTTP KeepAlive option. Theuleshows that the HTTP
KeepAlive option does not improve the performancecim It is because XML-
Signature does not involve any handshakes at thmitiag. It may be deduced that
the HTTP KeepAlive option is beneficial in casesewan initial handshake option is
required i.e. the HTTP KeepAlive option improveg téfficiency for cases where
multiple server-client connections are requiredsoilthe overhead associated with
XML manipulations is so high that the performancepiovement gained by the
HTTP KeepAlive option is insignificant.

Evaluation in a WAN environment

In a WAN environment, some security mechanismstieat initial handshakes, such
as SSL and WS-SecureConversation, might becomeesslbecause of low network
latency. The effect of low latency was evaluatedairWWAN environment. The
following can be observed: First, the HTTP KeepAligption is more effective. It
omits the overhead caused by TCP handshake, whiehkig overhead in a low-
latency network. Especially, in case of SSL, tHeatfof the HTTP KeepAlive option
is significant because it also omits the initiahtishake of SSL. Second, the SSL
mechanisms (both of XSUL and GT3.2) without the IHTKeepAlive option are
relatively slower in the WAN environment. They areen slower than the XML-
Signature mechanisms when the array size is siftafl.reason is, of course, the big
overhead of the initial handshake due to the h@md trip times (RTTs). For the
same reason, the initial invocations of WSSecure€mation are slower in the WAN
environment. Note that this evaluation is performied the environment with
extremely low latency. It is across the Pacific &cébetween Indiana and Tokyo),
and the RTT between the client and the server &r@8ec. In a WAN environment
with smaller RTT, the result is expected to be etoo the one in the LAN
environment.

XML-Signature break down

Since the signing and the verification of a messagethe only additional processes
added for XML-Signature, the XSUL implementationsmased because XSUL is
more tuned for XML handling and has better perfaroea The service used for the
measurement is echo service with array size 102#% ferformance of 100
invocations is averaged. Most of the time is sgentthe canonicalization of XML
(1391.2 msec out of 1542.6 msec for signing, arfibEmsec out of 1445.8 msec for
verification). To calculate a signature, first, thgest of the message body is
calculated using SHA-1 algorithm [5]. This phaskesless than 0.1 msec, and is
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Tims imsac)

negligible. Then, the digest along with variousoimfiation related to signing is used
to calculate the signature. An asymmetric ciphgodihm based on RSA [7] is used
in this phase. However, it only takes 2.2msec figniag, and 0.4 msec for
verification because the size of the data signathizll.

XSUL uses XML Pull Parser for XML parsing and tmeernal XML representation.

To use a third party security library, Apache XMlecgrity, for signing and

verification, it needs to convert the internal egentation to a DOM tree. This
conversion takes 7.7 msec for signing, and 10.2cnfise verification. For signing,

after inserting the signature to the SOAP headeareéds to convert the DOM tree
back to the XML Pull Parser representation. Thiesamore time (124.9 msec) than
the conversion from the XML Pull Parser represémtato the DOM tree. It is

because the canonicalization increases the siz&¥Mif documents, making the

conversion task more complicated. Note that eveh thie cost of the conversion of
the XML representation, it is obvious that usageX®L Pull Parser has a big

advantage.
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Figure 3. The latency associated with secure temasdf varying array sizes in a
WAN environment (WAN distance = Cross Pacific)

From Figure 3, the lowest latencies are associattil SSL transfers with HTTP
KeepAlive enabled. The highest Ilatencies are astmti with WS-
SecureConversations, owing to the XML Canonicaliwest HTTP KeepAlive option
reduces the overhead associated with frequent T@mRddhakes for multiple
connections requests between the same client,rspaues, and therefore has lesser
latency.
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Conclusions:

1. Symmetric key establishment has minimal bead, and is therefore
recommended for the DART project so as to ensutaced overhead of expensive
encryption associated with PKI, and achieve enltseeurity.

2. All encryption has associated overhead, lweweconsidering the untrusted
media of transfer of data between the sensorafim&ints and the Grid, it is essential
to verify data integrity, instrument authenticatiand data privacy.

3.6 An Optimal Public Key Infrastructure for Securi ng the
DART Grid Network

Public Key Infrastructure Primer

A Public Key Cryptosystem (PKC) provides asymme#iwryption of confidential
messages and transactions, authenticates data,aigl does data integrity checks.
Within a PKI, each user is given exactly two kegach key can decrypt only what the
other key encrypts; i.e. a key cannot decrypt vithemcrypts. One key is kept secret,
known as the private key, whereas the other keyade public for anyone who may
wish to communicate with the key owner, using pukéy certificates, which include
the recipient’'s public key. The usage of two difer keys per user defines the
asymmetric nature of public keys. On the other haythmetric keys are defined as
pair-wise shared keys between all node pairs wighgiven network. A network with
n nodes will require (n2-n)/2 symmetric keys thall weed to be generated. For
instance, a network with 53 nodes will have (5323)}/2 = 1369 key pairs generated
between all node pairs. It may thus be safely pneslithat shared symmetric key
solutions are not scalable with increasing sizessef base typical of a grid.

To send a message readable only by a specific Bt the "cleartext" message must
be encrypted with the recipient's public key. Theresponding private key known

only to the destined receiver is the only key whichy mathematically decrypt the

ciphertext message. Similarly, to authenticateotfigin of a message, the cleartext or
a random, compressed version of the text knowrhashash to generate a digital
signature, is encrypted using the sender’s prikate Any receiver of the message
can then decrypt the message using the senderlg iely. As a consequence the
integrity of the message is also guaranteed, singemessage tampering done with
the ciphertext causes errors during verificatiorthaf digital signature, or decryption

of the ciphertext.

It may happen that at time of network initialisatiche public key establishment
phase may be compromised by an impostor forgingideatity of a valid user.
Subsequently, all communication intended for thi@waser in an encrypted form will
be intelligible to the impostor alone. It is thenétion of a standard PKI to document a
trustworthy linkage between the ostensible ownex sécret key and the key itself.

There are many questions raised when discussitd.d&Br example,
- What should a certificate that links ownedsiitity to a key pair contain?
- How should a public key be validated to preaverpersonation?
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- How should certificate revocation be handled?
- What happens to documents signed with keytshiénee been revoked?
- Should organizations build their own PKI oeukird-party certificates?

CA (Roof)

= Building A PKI
Signs
l Subordinate Certs
Repository for
Ch (Subordinate) D Certs, CRLs
o irecto
Define Policies 1A Publish )
Add or Revoke ' == via LDAP T e
User Certs Y
ﬁ(f'@ Validate
Sender's Cert
Configure with
Copy of Cert +
Private K eys
k4
................................................................................ , =

Certificate Enabled Client Data Recipient
(eg VPN Client, Browser) {eg Weh Server, VPN Gateway)
Signs, Encrypts Werifies, D ecrypis

Figure 4. A Public Key Infrastructure with a root€éé

[Src: http://www.isp-planet.com/img/pki-figure.dif

- Can proprietary formats for certificates leadtmcessful interoperability?
- What are the costs and benefits of third-partysRis. in-house PKIs?

The Council of Australian Directors of Informatiohechnology (CAUDIT) has
adopted a multi-point identification verificationp@roach for protection against
impostors at certificate issuance time.

The CAUDIT Project Initiative: The Development of a Public Key
Infrastructure Standard for Australian Universities

(Source: CAUDIT PROJECT INITIATIVE, The developmenf a Public Key
Infrastructure (PKI) Standard for Australian Unisiéies, Nick Tate, Chair,
CAUDIT), September’04

The public key infrastructure plan as per the Cduoft Australian Directors of
Information Technology (CAUDIT), originally concesd in September’'04:
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At the time of writing of this particular report,ast Australian Universities were
lacking a basic Public Key Infrastructure (PKl)stead of trying to retrofit an optimal
solution after the establishment of an infrastrtesta more appropriate approach was
to define a set of policies and standards for smadbption by academic institutions
whilst the PKI deployments are at their infanciésr relatively small set of users in a
given network, a quicker solution may imply the maingeneration and configuration
of public key pairs within individual computing nesl as explained in the PKI primer
earlier. However, to design a sustainable and Blealaechanism for easy integration
of expanding user populations within a given netwer grid network from DART'’s
perspective, a centralised PKI infrastructure iseatial. Moreover the ability to
collaborate between separate virtual organisa(g@s) and institutions demands the
availability of a centralized trusted authority fggneration and maintenance of public
key certificates. The need for an authenticatistesy such as Shibboleth comes into
play when users from one institution may wish tthanticate themselves across their
respective local boundaries, into other networks/@s. Such systems require the
existence of an established trust relationship eemthe collaborating institutions. A
typical p2p trust relationship setup in place woalccrue to roughly 1369 trust
relationships within Australia alone. On the otlmand, a centralised PKI solution
would require a communication-initiating entitypooduce a public certificate issued
from a mutually trusted organisation to authengidtgelf to a target service provider.

Following are the prime concerns associated wiliajenent of certificates:

- Inconsistent hierarchy design and definitilsieally all academic institutions will
bear root Certification Authorities (CAs) at the nma levels within their
infrastructures. No two institutions should belotw different levels of a trust
hierarchy. E.g. Monash FIT and UQ FIT will beloriglével 3 within a hierarchical
CA.

- The common PKI standard for use is the X.588.is common with such
standards, there is a reasonable level of fleghiti the definition of schemas within
the X.509 standard. It is therefore imperative that collaborating institutions agree
upon a common X.509 schema for usage.

- Browser-based applications will have a statidset of trusted certification
authorities pre-programmed within their settings.order to add a new trusted CA,
the browser has to be reconfigured by the user(script) for establishing a trust
channel with the new trusted CA. It is suggestedréate a simple script, which may
be executed once by the users of a potential sy&&eid in this case), so as to have a
local CA-compliant web browser in place.

- Large organisations may well have a requirgni@ different levels of trust. The
level of trust and security for exchanging inforioatwithin the local department is
likely to be different from the level of trust asdcurity that is needed for its financial
transactions. Many commercial CAs do not suppoi$ fmarticularly well and,
consequently, tend to provide a higher and theeefoore expensive level of trust and
security than is always warrantethis lack of differentiation in level can act as a
barrier to collaborationby increasing both costs and the complexity of eigige the
appropriate policies for each level. This implidmtt a robust and an elaborate
spanning trust level hierarchy must be establishigtin an organisation to meet the
varying needs of the distinct departments operatiitigin the organisation.

The US approach

S|4 Final Report

Page 20 of 54



The United States have come up with the Higher Eilie PKI (HEPKI) activities

group to define both policies and technical stadslafor the higher education
institutions of the US. The EDUCAUSE (CAUDIT equlieat in the US) is actively
involved with the HEPKI for development of a webfthed educational setup [8].

EDUCAUSE, the nonprofit association for informatiaechnology in higher

education, the National Institutes of Health (NIFHnd the Federal Public Key
Infrastructure (PKI) Steering Committee have betiiemuse of electronic grant forms
signed with institutional digital signatures to tNéH, which is a milestone by itself
for the US PKI Initiative.

Grant applications to the NIH will be in real-tiras an electronic form carrying two
digital signatures identifying the researcher ama institutional official. The digital
signatures not only identify the signers definityyethey also ensure that the same
form was signed by both parties (non-repudiatiom) ¢hat the form had not been
changed during transmission (data integrity).

As part of a demonstration for the abovementionedntgapplication process,
electronic grant applications signed by researchemd administrators of the
University of Alabama at Birmingham, the University Wisconsin Madison, and
Dartmouth College were received by NIH. Even thotlgdse three institutions issue
different kinds of digital certificates to theirdalty, staffs, and students, each digital
signature accompanying a grant application wadigdrand validated in real time,
thus assuring the authenticity of the submissidme Higher Education Bridge uses
Certificate Authority products provided by RSA Sety Inc.

In order to support this new extension of digitghature technology, EDUCAUSE

deployed on the Internet a PKI bridge, the Highdudation Bridge, that allows

colleges and universities to recognize and trush egther's digital signatures. The
three universities submitting digitally-signed déteaic grant applications to NIH

linked their trust infrastructures to the Higherugdtion Bridge. NIH linked its test

PKI with the Federal Bridge, which performs the saghectronic trust-management
services for government agencies. Then, workindh wiite Federal PKI Steering
Committee, EDUCAUSE linked the Higher Educationdge to the Federal Bridge.
Once the two bridges were cross-certified, adnriatigts at NIH could verify and

validate the digital signatures affixed to elecicodlocuments sent by the three
universities.

Dr. Peter Alterman, Director of Operations for @ffice of Extramural Research at
NIH, said, "While this project used an electroniarg form to demonstrate the ability
of disparate organizations to trust each othergtadi credentials, the technology
supports digital signing of almost any kind of étenic document or file for trusted,
secure communications between any campus and dasaleagency.”

A prime concern of the usage of digitally signeelcélonic documents was the lack of
a common trusted third party for all communicatiegtities. The US Federal
Government addressed this problem by creating aerBedBridge Certificate
Authority to act, essentially, as a trust clearimgde. The Federal Bridge and, now,
the Higher Education Bridge allow partners to traath other's digital signatures,
while at the same time allowing digital signaturedqucts issued by one vendor to be

S|4 Final Report

Page 21 of 54



recognized and used by partners using different@eproducts. Called the Higher
Education PKI Interoperability Pilot Project, thisitiative has just received the
Management and Leadership Best Practice Award ftenComputer Security and
Information Assurance Conference, sponsored by rPatoForum, Ltd.; Federal
Sources, Inc.; anBederal Computer Week

Proposed
Inter-federations
A

b

Crossicerts

: \f
EIRS I -n

Figure 5. The Proposed Inter-federation for comtd&Certification Authorities

-

This project used PKI bridges, interconnectingetifig directory systems supporting
the PKIs, and, most importantly, government rel&ann electronic credentials issued
by academic institutions to their faculty and stafPutting this project in context for
higher education, EDUCAUSE (a non-profit institutito advance higher education
by promoting efficient usage of information techvgf) Vice President Mark Luker
said,"The higher education community is a compleRection of institutions that
need trusted communications among campuses andfedencies. A broad range of
applications in education, research, and adminigtrawill benefit from sharing
trusted electronic credentialBuilding a Higher Education Bridge Certification
Authority and linking it with its Federal Bridge conterpart allows campuses to
accomplish this using the same digital signaturdsat they issue for their own
business needs’.[Available: http://www.educause.edu/pubjer/

The Australian approach

The smaller size of the Australian academic cirdamands the use of simple
federated administrations of the local PKIs, witltemtralised trusted authority for
validating the certificates of local root CAs. CAUDprovides an active forum for all
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university IT directors to discuss and approve ge$ and standards that may affect
all academic institutions in the country. CAUDIT sha special relationship with
AusCERT (The Australian Computer Emergency Respdresam), which provides
Australian universities with security alerts, wangs, Internet incident response and
security advice and which, therefore, has a telstionship with the universities.

AusCERT was founded by the universities to provide service and continues to be
based at the University of Queensland. It is a footprofit" group which provides
Internet security services to the sector, inten,ais AARNet provides network
services to universities. By virtue of its existitngst relationships with universities, it
is in an ideal position to act as the trusted CAtfe Australian higher education
sector. In addition, it is linked with the globaERT (Computer Emergency Response
Team) organisations in tackling many of the seguptroblems, which could
potentially play havoc with the worldwide interrietrastructure.

The responsibility of designing a federated PKI isdelegated to the local
institutions to as much extent as possible, whichpalies to the DART grid
infrastructure as well.

3.7 CAUDIT Project Proposal

CAUDIT proposed that a project be established toeae the following outcomes:
Develop the definition of different levels of trst Australian universities
Develop a set of common PKI policies for the sector
Develop common standards for X509 certificates uppsrt and underpin
collaboration
Develop the requirements for a sector wide roottifcete signed by
AusCERT
Identify options for a common sector wide appro&xiobtaining a "browser
friendly” certificate
Establish an ongoing mechanism for sector wide jRHicy management
Support the implementation of prototype PKI systeasng these common
standards, among a small number of universitiegesearch groups.

Share the experience and information on the impttatien of these
prototype PKI systems within the sector to fadiéta faster uptake of the
technology in the Australian university sector.

It is anticipated that AusCERT would be contradiedevelop these outcomes, under
the direction of a policy committee, convened byWIAT with participation by other
stakeholders. The project would also require legaice on the policy documents.

It is proposed that this work will build on the sting work of HEPKI in the United
States and on work already undertaken by AusCERITuaiversities in Australia. It
is likely that liaison with HEPKI, CREN and théK e-Science Grid Support Centre
[DART must be added as a potential member fordidiswill be necessary.

Discussions have been initiated with Microsoft otte® use of a sector wide root
certificate from AusCERT in the browser. The projedl pursue this possibility with
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Microsoft and other browser developers as it has pbtential to achieve very
substantial savings for the sector.

The project steering committee will identify a nuenlof universities that are willing
to implement a prototype PKI system using the comnstandards. Once the
prototype systems and standards are implementeqhrédject steering committee will
facilitate the sharing of experience and informationong the sector to enable rapid
implementation.

Scope and Assumptions

This project is intended to develop common starglard! policies. It is not designed
to either develop or purchase hardware or softwEtne. project does not assume that
universities will implement the same hardware oftvgare. The standards to be
developed will be designed, so far as possibldetdechnology neutral. The project
will, however, be dependent on the agreement ofumber of universities to
participate in the prototype stage using their & systems and resources. In the
implementation of the prototype stage it is propiosé possible, to support the
implementation on a number of platforms, which vdolié likely to include both Sun
ONE and Microsoft, so as to gain some experiendk thie possible difficulties in
such an implementation. This experience can thesHased among the sector to
facilitate a fast uptake of the technology.

The Benefits

The pnmary benefits of this project will be:
A collaborative framework for the implementation PKI across Australian
universities
A reduction in the cost of implementation of PKt@ss the sector
An ongoing governance mechanism to support thatothtive framework
An opportunity to influence PKI implementation bygtralian universities at
its start

If the project is not undertaken at this tiniejs likely that each university will
implement different policies and different certifite schemesFuture collaboration
will then be both expensive and time consuming wildbe less encouraging to the
potential collaborating universities. As a consemge future PKI uptake may be
delayed, inhibited or possibly fail. On the othant if there is a common framework,
it will be much easier for universities to collabte and to share resources.

Governance of the Project

It is proposed that the CAUDIT Executive will ediab a project steering committee,
which would also include representation from AusCER addition, Grangenet,
CAUL, AARNet, the AVCC, the ARC, APAC, DEST and DO®@ would each be
invited to nominate a representative. The committeeld be chaired by the Chair of
the CAUDIT standing committee on security, whousrently the Chair of CAUDIT.

AusCERT would be contracted to undertake the aislgad development work.
When a set of common standards and common cetéifighema have been agreed
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by the universities, the project steering commitiélethrough negotiation identify a
small number of universities as potential partrierthe implementation of prototype
PKI systems using the common standards, which baga developed.

When the prototype PKI systems are completed aodisho be working, the project
steering committee will help in the process of sitathe information and experience
of PKI implementation throughout the sector to litate a fast uptake of the
technology within the sector.

Integration with the existing global PKI infrastruc ture

The Higher Education Bridge Certification AuthorifAEBCA) is responsible to
cross-certify Higher Education PKI trust anchor&¢fto create a bridge of trust.

< o+ N\
AN AN

USHER

¢ T
NN N

SubCA SubCA SubCA SubCA SubCA SubCA SubCA SubCA SubCA

Figure 6. The US PKI bridge infrastructure

USHER: US Higher Education Root
CAUDIT PKI: Aus PKI

FBCA: Federal Bridge CA

HEBCA: Higher Education Bridge CA

3.8 GSI and CAs — How they fit together

The purpose of GSI is to control access to stagisources in the grid. The
authorization policy is controlled, administereddaenforced at the local resources,
by means of grid-mapfiles. The GSI authenticatioechanism is dependent on the
existence of public key certificate-based entitynitification. Therefore all users and
services on the DART grid must have an existingipltey certificate to verify their

respective identities. The Globus Security Infractire (GSI) relies on the Internet
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Engineering Task Force’s (IETF) X.509 Public Keyfréstructure-based Identity
Certificates, containing the following fields:

- A public key issued by a verified certifigaiauthority

- Public key algorithm e.g. MD5 with RSAENcrigpt

- Validity

- Version

- Certificate Signature verifying issuer’s idign

- User profile

- Issuer: LDAP entry to identify the issuer

- Subject: LDAP entry to identify the subject

The Subject entry in a certificate identifies timgity or object as the certificate owner.
It is crucial to have a common trusted certificatiauthority (CA) for signing all
issued certificates, verifying the identities of tubjects. The trust hierarchy followed
by all grid communications originating from the ras$tructure must have local
certificate authorities with certificates signediaitested by CAs up the hierarchy. A
secure link is an essentiality between the CAs thedend-users, for issuance and
transfer of certificates with associated privatgskiEom the CA to the end-users (grid
administrators in this case).

Message-level Message-level - )
Ser.gu* y Security Trasseri:?ltl[fvel
aid - wilsernames and ,
Wi 509 Credentials ! Passwords wiX_500 Credentials
Authorization S_‘"“"""— a“_d grid-mapfile SAML aﬂ_d
grid-mapfile grid-mapfile
X.509 Proxy *.503 Proxy
Deleqgation Certificaies! WS Coriticatas Ws
Trust Trust
. - X.509 End Entity Usarmamie’ ¥.509 End Enfity
Authandicatio Cerificates Password Cenificates
Message WS-Security _
Protection WS-SecuraConversation WS- Security TLS
Message format SOAP S0OAFP S0OAP

Figure 7. Overview of the GT4 GSI security infrasture and standards
GSl-proxy certificates

The purpose of having proxy certificates is towlbprocess to act on a user’s behalf,
and to facilitate single sign-on for the users. Pphexy certificates are a function of
the user’s identity, however, unlike identity-basattryption techniques, where the
receiver’s credentials are used for deriving thiliplkkey of the recipient, the proxy’s
function is to generate a temporary session keynftbie local user’'s identity
certificate, for time bound transactions. The ¢edte is created by calling the grid-
proxy-init. The proxy certificates usually expirettveen 12-24 hrs from the time of
activation. The MyProxy service is a repository ooxy credentials. It is usually run
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on a secure and accessible server. The stored proegentials are password
protected. The user can unlock the credentialsgubis password instead of his
private key. The user is least concerned abouithragement of his private keys
within the MyProxy repository. The MyProxy servithen generates certificate
credentials to the user, which can be delegatedrécesses acting on the user’s
behalf. The MyProxy server reduces end-user manageof private keys.

Cons of having PKI reaching end-users

PKI works well for server certificates. The lack af stable and scalable PKI
infrastructure for adhoc end-user populations major impediment towards 100%
PKI-zation of resources on a network. It is therefinperative that a MyProxy-based
solution is implemented for allowing user privateyk to be safely stored and
managed by a centralised MyProxy server. Shortllieertificates can then be
generated to either the users themselves, or megesting on the user’'s behalves.

GSI supports three different security mechanismaduieve the basic objectives of
authorization, delegation, authentication and ngsgaotection. As can be seen from
figure 1, the first two approaches rely on applmadayer (message-level) security
schemes, and the third approach relies on TLSteanaport-layer security solution.

Following is a comparison of the transport-layeluson and the application-layer

solutions provided by GSI.

A common CA for grids, instruments and sensors
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Figure 8. A common PKI trust model for the DART @fezation Levels

The certification levels define the degree of idtgnthecking and verification

reqmred from an end-entity. CAUDIT PKI Federatjmmposed the following:
Several identification levels will be used corresging only to the strength of
the identification process of the end entity; rattiean what they are or what
they do within the institution. Each level will alsorrespond to a different
signing private key for the appropriate CA. Therefayrid administrators will
have a higher level of trust and therefore fewequired points of
identification as compared to a grid end-user.
The identification process is based on the Austnall00 points of identity
system (described in the Financial Transaction Repict 1988 and Financial
Transaction Reports Regulations 1990) using a neabiform 201 that
requires completion and identification proof in timstitution’s Registration
Authority’'s (RA’s) presence.
The default operating certification level is 3, mped once an end entity has
successfully accrued at least 100 points of ideatibn. In most institutions,
staff on its payroll should proffer a birth certdite or passport (70 points) on
induction or have a driver’s license (40 pointsparredit card (35 points) and
so will easily fall within this level. Similar mostudents (and others within
the institution’s circle) should be able to proffenough credentials to
eventually be certified to Level 3.
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A Level 4 identification will be demanded by the R# individuals who may wish to
access sensitive data such as ones stored inl daptasitories (grid primary storage).
In such instances the end-user must provide 10@tgof identification before being
issued a PKC. Level 2 certificates may be issueentdgies who wish to access less
sensitive grid resources. Following are examplassef-base for the different levels:
Level 1: A temporary user of the grid resources

Level 2: Short term access to grid for a specifiedod of time

Level 3: The grid chief investigators and lead stigators

Level 4: The grid core administrators

It may be noted that unlike the CAUDIT PKI justditions for the use of
identification levels, wherein users lacking idéostion are provided lesser access
rights, the DART project will rely on the level-leb certification mechanism to
define varying administrative roles in the projdgtg. an entity/user with a Level 3
certificate intending to gain root access to a gegburce will be denied such access.

It is assumed that the root CA of the CAUDIT/AusCER&liance is trusted globally
based on the trust relation defined in contexhefHEBCA/FBCA, earlier. The local
CAs within the DART umbrella wishing to generatedaissue certificates to grid
users must be verified and signed by the CAUDIT@ERT root CA. The DART
CAs will then be automatically placed in the vensldrust lists for commonly used
web browsers. The end users are therefore not beddeith the additional task of
reconfiguring their local browsers with specifiotdCAs prior to grid service access.
Established CAs under the DART project can havé thld CA certificates cross-
certified to the AusCERT subordinate CA certifica@ertificates already issued to the
end-users by such old CAs will continue to exighaut significant change.

Key Generation & Storage

The private keys of all PKCs generated by the |I@2ART CA for use by the end
users/entities must be kept in a secure placec®impromise of the private secret key
will lead to: a) compromise of existing sensitivatal known only the key owner, b)
the violation of the non-repudiation property ofofia keys, as the stolen key can be
used for launching impersonation attacks by maligientities.

The MyProxy service is handy in such scenarioghagesponsibility of storage and

protection of grid user private keys in such cdsesith the MyProxy secure server.

The key pairs may also be generated by the end-oselocal machines, or by an RA.

In all cases, a secure communication channel maisstablished between the user
and the CA for transfer of locally generated kayshie CA for signing and certificate

generation purposes. The certificates will thendneebe safely transferred back to
their respective owners, using the X.509 PKI Ciedie Management Protocol. Upon
issuance of PKCs to the grid entities, the follaydarther steps need to be taken:

1. Certificate Retrieval: Grid entities wishing tcommunicate with each other must
access a common PKC repository for retrieving thiero party’'s public key
certificate.

2. Certificate Validation: For all PKCs issued amdsigned by a CA lying in the
chain of trust under the CAUDIT/AusCERT root CA taiechy, the root CA
certificate will be present within the trust ligi§ common browsers or applications.
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Servers running applications such as SSL/TLS orl®@B®must be configured to
provide certificate chains to the relying partighis way the relying parties do not
need to inspect individual certificates to locdte tertificates for traversing to the top
of the CA hierarchy.

3. Key Recovery: Lost or forgotten keys must beeeed by the RA or CA from the
key archive. A Certificate Management System mestieployment and maintained
within the DART umbrella for such purposes.

4. Key Update or Renewal: Either the public kepleced in a new certificate by the
RA or the CA, and returned to the user, or a neyydaar is generated.

5. Cancellation Phase: Certificates automaticatlyiring by the specified date do not
require explicit cancellation. Validity times forll assued certificates must be
dependent on the certificate’s selected Level.

Combining PKI Certification Authority’s (CA), MyPro xy Credential
Repositories, and the Kerberos Authentication Protool — A three-pronged
approach towards securing the DART grid-sensor comemication channels

3.9 Securing Grid-Sensor Access Channel & beyond:

The following five scenarios exist for securing théd to sensor access channel and
subsequent data delivery to back-end grid resources

1. The sensor base station and the grid prdyyorethe use of a common MyProxy
server operating with an instance of a Certifiaathuthority (CA). The CA will be
common to both the sensor base station as welleagrid proxy (interface). In other
words, a trust relation exists between the comnatimg entities and the CA.

2. A Kerberos-based mutual authentication seixipts between the sensor base
station and the grid proxy. In such a scenarioctiramunicating entities, grid proxy
and the sensor base station, will use Kerberogticto authenticate themselves to
each other. Subsequent communication can be eedrysing the shared symmetric
keys that are established through the Kerbero®gobbetween the entities. The grid
proxy in turn may communicate with other grid res@s using MyProxy credentials.
The grid resources can verify the identity of tmielg proxy by communicating with
the Kerberos KDC via a Pluggable Authentication MedPAM).

3. In the absence of a MyProxy service, the baatost and the Grid Proxy can
communicate by using the Kerberos-based temporar$®9 public key credentials.
The grid proxy in such a scenario will be respolesiior the necessary conversion
between the KX.509 and the X.509 protocol usingiGa.

4. A portal based approach towards access to g diation by the grid resources for
data acquisition. In such a scenario, the portdl agt on the user's behalf to
authenticate the user against a MyProxy servicé&ghin turn may validate the user’s
credentials against a Kerberos service. The udebwiissued temporary credentials
to access the sensor base station of the releeagsdss or instruments.

5. For inter-realm authentication between entit@gserating in separate virtual
organisations, a Shibboleth middleware overlay inaynitialised in the network to
operate on an existing security infrastructure. €héties may include instruments
and sensor networks operating in different Vos.

The following combinations of Kerberos, GSI, PKdaWyProxy are achievable:
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Kerberos — GSIThe global root CA common to all the grid resagof the
DART  will digitally sign a certificate to be issed to a CA local to a sensor
network. The local CA in turn will be responsibtedct as the sole authority
for management and administration of certificatsthe sensors/instrument,
as well as the Grid Proxy. Certificates issuedhey lbcal CA will define the
security levels of the sensor-grid (SG) commun@ratthannel. The resources
on either side of the SG channel may authenticagenselves using the
Kerberos Authentication Protocol. Encrypted comroation can be enabled
using the shared symmetric keys issued by the Kesbbistribution Centre
(KDC) to all communicating parties at initialisatidime, depending on the
level of sensitivity of the data to be transmitted.

Figure 9. A high-level view of Kerberos-PKI intagion for secure sensor-Grid
communications

Kerberos to PKI interfacing:

Given a set of users with valid Kerberos ticketpuallic key certificate along with a
private key can be generated using the KX.509 stahd herefore a need for having
an independent CA to operate in tandem with a Keb&erver is a redundancy.
Users must first obtain tickets (credentials) fribva Kerberos Ticket Granting Server,
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to authenticate themselves to the KCA via the KX.5fandard, to obtain a Grid
Proxy Certificate for access to the grid servicHse KCA service is nothing but a
Kerberized version of the X.509-based PKI standéirissues certificates based on
the Kerberos authentication protocol. The KX.509 aisKerberized client that
generates and stores proxy certificates with hedmfthe KCA. Unlike MyProxy,
where the user credentials, generated a priorisemeed for management purposes,
KX.509 and KCA generate user credentials (publig &ertificates and private keys)
in actuality. Therefore, remote sites need to b#igaored to trust the KCA service’s
certification authority.

Integration of existing Kerberos-based systems wibrrent Grid security
implementations has a promising prospect. Accordmngesselman, director of the
Center for Grid Technologies at the University obughern California (USC)
Information Sciences InstituteWe have successfully deployed KX.509 across the
USC campus, which is a win for Grid users becatshows how their applications
can be integrated with Kerberos infrastructure, aiid a win for Kerberos sites
because it shows they can be hospitable to Grids.

To use KX.509, the user should be on a system iexasting Kerberos realm and

have a Kerberos login for that domain. In other dgprKerberos client software

should already be installed, allowing KX.509 to gexte a Grid certificate and private
key based on the user's Kerberos credentials. Whaidt required is the presence of
X.509 certificates, the format used for Grid Setyumfrastructure (GSI) by software

such as the Globus Toolkit and Condor-G. KX.509aide to generate a GSI

certificate that, when used with either of thosekages, can be fully recognized by
any Grid server.

For normal use, the KX.509 protocol will be nonivis to the end user during the
login process to the Kerberos authentication system
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Figure 10. A Kerberos-PKI integration approach [3]

Details of operation:

1. At login time, user supplies the UserNamegRasd pair for authentication

2. The password is stored within the user’s teainand is used for acquisition of a
Kerberos Ticket Granting Ticket (TGT) from the Kerbs server

3. The KX.509 process is initiated within theetis workstation upon acquisition of
the TGT

4. The KX.509 process initiates a RSA public/ate key-pair

5. The workstation then uses the TGT to acqaikerberos service ticket from the
Kerberos server, for access to the Kerberized fidation Authority (KCA)

6. The workstation also sends its public key ttee Kerberos server for
authentication purposes

7. The Kerberos server will decrypt the senticket, verify the integrity of the
data, determine the identity of the user, and heeséssion key to send back a short-
lived X.509 certificate

8. The KX.509 process in the user's workstastores the X.509 certificate in its
local cache, for access to Grid services

2. MyProxy — GSlI In such a scenario, the presence of a MyProxyesén place of a
local CA would suffice for the purpose of havindoaal PKI infrastructure in place
for securing the SG communication channel. A revekdyProxy single sign-on
approach may be adopted so as to provide the gsimurces with the right to have a
proxy certificate act on behalf of the grid res@s,cto communicate with multiple
sensor networks and/or instruments.

3. MyProxy-GSl-Kerberos

Figure 11. A MyProxy-Kerberos-GSI Security schemeperation

Details of Operation:
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1. User types in the Username/Password at thenamd prompt of the MyProxy
CLlI, for delivery by its delegatee/resource provide the Globus myproxy-get-
delegation command.

2. The Username/Password pair are sent in aiymgrad form using standard SSL to
the MyProxy server.

3. The MyProxy server, through a local Pluggadl¢hentication module (PAM),
forwards the authentication request to DART KerbeKey Distribution Centre
(KDC). The PAM is required for integration of theyRroxy service with the existing
Kerberos authentication service.

4. The PAM module uses AuthN to verify the Usene/Password from the
Kerberos Key Distribution Centre.

5. If the AuthN is successful, the MyProxy serasks the root CA to sign a valid
proxy certificate based on the user DN retrievednfthe MyProxy’s Grid mapfile.

6. The encrypted proxy is sent to the user ddeg

7. The delagatee subsequently acts on the udmetwlf for securing all
usercommunications with Grid resources.

By combining Kerberos, MyProxy and a CA, it is gbksto authenticate users to a
Grid portal and issue a credential to be storedhim user’'s session, for secure
authenticated access to Grid resources.

Another option for generation of PKI certificateasied on Kerberos tickets is to use
an existing MyProxy server as a CA. In such casesneed for establishment and
maintenance of a dedicated CA (KCA in this casegddition to the MyProxy server
is not required. Following is a list of commandsiethare required for the

3.10 MyProxy Primer

The MyProxy remote service stores user credergiath as private keys on behalf of
the users of the grid. The users thus don't hawsdre their grid credentials on each
and every machine they will be using for accesgiigjresources. The users can login
to a machine with their Username/Password paiisetnieve their proxy credentials,
valid for a period of time, to access the grid tgses. As a consequence, the task of
management of user certificate files is also hahdie the MyProxy server. When
combined with a CA service that automatically pepes the MyProxy service with
certificates, Grid users have the benefit of a &@mjsername/Password" sign-on
procedure combined with sophisticated securityughmut the system.

The MyProxy service provides a command-line inteféhat allows users to obtain
Grid proxy credentials on their local systems. Tihierface asks the user for an ID
and password, which are used to authenticate thiyfroxy service so that the user's
credential can be accessed to generate the loo&y.pFhe local proxy stored in the
user’s local system can subsequently be used émsamg all grid services, for which
the user is authorised. MyProxy also provides aerface for integrating with web
portals. This interface allows web portal develep&r build MyProxy into their
protal's interface so that users can enter thedri#snes and Passwords directly into
the portal's interface. The portal can then obaagimoxy credential on the user's behalf
and use the proxy to access other Grid servicesnfuatation, data, remote
instruments) to satisfy user requests.
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Following are the three ways of using the MyProagvice with a CA:

1. Certificate Authority different from MyProxy ServerThe user obtains a valid
certificate from a Certificate Authority (CA). Theser logs into the MyProxy server
using the myproxy-init command, to store the prosgdential generated based on the
acquired certificate. The default lifetime for arstd credential on a MyProxy server
is 7 days, but may be set for longer periods oétiBubsequently, the user may logon
to any system and execute the myproxy-logon commanécquire short-lived
proxies from the MyProxy repository. Thus the nded users to manually copy
certificate and key files on each system being ssme is avoided.

Figure 12. MyProxy server with an independent CA

Figure 12 depicts the complete operation of a MylPr8erver in the presence of a
separate Certificate Authority.

2. MyProxy Server is the Certificate Authority

In this case, the MyProxy server has a dual purmgsas a MyProxy server, and b) as
a Certificate Authority. The user needn’'t access DA separately to acquire
certificate credentials alongwith a private keytéad, the user executes the myproxy-
logon command directly to access the MyProxy CA aoduire a short-lived proxy
credential.

Figure 13. MyProxy Server acts as the Certificai¢hArity
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3. A web portal-based MyProxy access mechanism

Figure 14. A Portal-intermediary for access to My8r

A portal is a web site that provides an interfazentltiple services, allowing users to
(for example) submit compute jobs, transfer filaed query information services
from a standard web browser. Following is the apphotowards a portal-based
MyProxy scheme: you login to the portal, and theaala@ontacts a MyProxy server to
obtain credentials so it can access grid resouscegour behalf. The portal must
authenticate to the MyProxy server to prove itutharised to obtain your credentials.
One method is for you to enter your MyProxy useraamnd password on the portal
login page, which the portal uses to login to MyBran your behalf. Another

method is for you to login to the portal via thebRwokie web single sign-on system,
which gives the portal a cookie it can use to auntibete to the MyProxy server to
obtain your credentials. Finally, the portal codld fully-trusted by the MyProxy

server (via the myproxy-server.config trusted_esters policy), allowing the portal to
verify your login locally, then authenticate witts iown portal certificate to obtain
your credentials from MyProxy

3.11 Kerberos Primer

Kerberos is a ticket-based network authenticationtogol utilizing symmetric
crytography, to authenticate users and serverspamhge session-level security and
encryption. It is a single sign-on technology. Kexds was created in the 1980's as
part of MIT's "Project Athena". It is IP-based deev It uses secret-key crytography
to provide strong authentication for client/sera@plications. With Kerberos, users
have to "prove" their identity to every applicatioesource and service before they
can be used. On a user-level, this is not a prolalerie user will log-on once in the
morning and have network access all day, as welcasss to resources, based on
tickets issued by the Ticket Granting Server, \@ittertain validity period.
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Figure 15. A Kerberos Authentication System

If a user in a Kerberos-authenticated environmest the need to access a resource,
the following steps are followed:

1. User's computer sends initial ticket to Tleket Granting Service (TGS) of the
Key Distributrion Center (KDC).

2. TGS makes another ticket: User authentindtiformation, plus TWO instances
of the SAME session key. This ticket goes to ther edmputer. One instance of the
session key gets encrypted with the user's se@wet khe other instance of the
Session key is encrypted with the secret key ofitrsred resource.

3. User computer software (Kerberos) decrypid extracts one instance of the
session key, then inserts authentication informaté the user into the ticket and
sends ticket to the desired resource. The resounust decrypt the second instance of
the session key with its own secret key and revignesauthentication information of
the user. The resource convinced that the tickmedaom the KDC because the ticket
it received had a copy of the resource's own sdagt Logically, only the KDC
should have a copy of the resource's secret keg. rEsource now "trusts" the
incoming ticket because of the encrypted secret dfethe resource being on the
ticket. The resource also compares user informatidine ticket with user information
inserted by the user to ensure the identity of tiser. This way the mutual
authentication (2-way authentication) property e Kerberos authentication system
is satisfied.

Following are some of the issues associated witkeeberos-based authentication
system:

1. No guarantee to resource availability predid

2. Kerberos KDC is a single point of failurengtwork attacks

3. Lack of scalability: workstations are resgibte for key storage

4. Vulnerable to dictionary attacks — depenushe key strength
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5. Possible DoS/DDoS attacks against the KD leed to unexpected delays

3.12 Securing Jainis @ Monash
Fig ?? shows the security overlay on the JAINISidecture

Figure 16. Security Overlay on the JAINIS architeet

The Instrument Representative (IR-1) is a commgeflénterface for the grid to the
sensors and instruments. The CIMA architecture sgpdhese devices to the grid
(web) services. The exposure process is done &DP. Users register via a portal
interface to the IR on behalf of a data managee d@ata manager for JAINIS is a
Kepler workflow, receiving data parcels from the dRspecified time intervals. On
retrieval, the data packets are stored on the $RiB.task is to secure data transfers
between the IR-1 and the SRB-1, and ensure thatah stored on SRB-1 is
encrypted. SI-7 is responsible for GSI enabling S&Bthat the X.509 standard to be
used for data encryption/MAC generation, is contpatwith the protocol running on
SRB-1.

Proposal 1:

An instance of GT-4 with GSI will be configured tre IR-1. The IR-1 subsequently
will communicate with CA-1 for acquisition of thellplic key of the SRB-1. A testbed
will be established to perform encrypted data comigation between the IR-1 and
the SRB-1. The data encryption on the IR-1 to SRBhmunication channel will be
done using the latter's public key. Similarly, tNAC of the data to be transferred
will be generated, and concatenated with the etedydata, for integrity verification
at the destination.
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Steps of Execution:

- Installation of GT-4 (GSl-enabled) on IR-1

- Establishment of CA-1 server on the IR-Ademo purposes

- Testing of public-private key pair genevatand distribution by CA-1.

- Generation of an automated script for salexti encryption of local data from
IR-1 to SRB-1

- Integration of the automated script withdimplementation of the Obsidian
Data Manager and the Kepler Workflow engine, toiedh successful data transfers
to SRB-1.

- Eavesdrop testing of the complete schembergin all data packets
transferredthrough the media will be sniffed and tarough an attacker engine for
acquiring the private key and/or deriving the plaxt message from the transiting
ciphertext messages. The security level of the mehwill depend on the type of
algorithm used, along with the size of keys. Stath®&SL uses triple DES with 168-
bit keys.

Proposal 2

Assuming total cordoning of the IR to SRB-1 comneatibn channel, we may allow
the existing JAINIS deployment to operate with additions or modifications. In

such a scenario, SRB-1 will be responsible for @seryption of all data it receives
from IR-1. The data encryption process will be perfed locally by the SRB-1 server
using its own public key, and stored in its lodarage.

Proposal 3 (Fall-Back):

In case the GT-4 with GSI package does not integndth the existing deployment
setup of JAINIS, we can use standard OpenSSL toyphthe Data encrypted using
standard SSL, with SRB-1's public key, for secusmsfer and storage at the SRB-1
end. The SRB-1 will subsequently decrypt this datel re-encrypt it using its public
key, for local storage in encrypted fashion. Intsacscenario, a process must run on
the SRB-1 server to continuously encrypt receivata thefore storing it locally.

Security Model

The objective here is to secure all data trandteas take place within the JAINIS

architecture. The current JAINIS standard is beithgployed at the Protein

Crystallography Laboratory in the Faculty of Medij Monash University, Clayton.

It may not be practicable to encrypt large scaladfers (on the order of 1.9 MB/sec)
of data, for protection against eavesdropping ams$sage tampering-attacks from
adversary bases. In our scenario, names of filesaténformation that is classified as
sensitive. We therefore encrypt the file namesdliadiech files before they are actually
transferred on the communication channel to the S&Ber. Figure 17 illustrates the
proposed security model for the JAINIS architecture

Encryption on the communication channel between IANIS Server and the
Storage Resource Broker (SRB) is done using stdnBablic Key Infrastructure
(PKI). We have implemented the encryption/decryptjmrocesses using the Gnu
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Privacy Guard (GnuPG) tool. Shell scripts (Unix B&&hell) have been written to
automate these processes. Our tested implementi@smthe following:

- Encrypts the data file content generatethatinstrument-end, on the Kepler
Data Manager

- Encrypts the file name associated withdag, on the Kepler Data Manager

Figure 17. Security Model — SRB to DM communicatabannel

The encryption process starts at the Kepler Datadder (DM), where the Kepler
workflow makes a call to the appropriate shell @srilocated in the local directory,
using the CommandLineExec actor. We assume thasdiactive encryption, a file
selection process operating as part of the Keptekflow, on the Data Manager, will
be activated (optional).

After the encryption of the data and the file nansesomplete, the Kepler workflow
engine will upload the files to the SRB server gsliargon. We assume here that for
security purposes, the SRB server will hold thesfias received i.e. in encrypted
format. It may be noted here that for large fileghwprimarily jargon data, the file
content encryption will not be necessary. Considethe autonomous nature of the
shell scripts, the data file encryption and the fiame encryption processes can be
selectively deployed.

Key Transfer Mechanism
The key that will be used for encrypting data/fiemes on the DM-SRB channel can

either be the public key of the recipient (SRB)a®hared symmetric key between the
DM and the SRB.
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Public Key-based Encryption

Assuming that the data transfer is always direfrimth the DM to the SRB, the public
key of the SRB will be used for encrypting both tega and the file names. The
public key of the SRB server will be generatedhet 8RB server-end, and will be
transferred to the DM using one of two mechanisms:

- Transfer in plaintext format to the DM frdhre SRB, using Jargon

- Manual installation by the system admimitir on the DM
A possible security breach against the first cds®/a is:masquerading wherein a
malicious entity may capture the public key whilesibeing transferred from the SRB
to the DM, and may hijack all encrypted data whickransferred from the DM to the
SRB, and retrieve its contents. To prevent suclttatk, we can either go with the
second case, involving manual hard-coding of the ikéo the DM, or deploy a
password-based authentication mechanism, to fteilDM authentication to the SRB
server. A third possibility is the use of a seatliannel (SSL) to transfer the key from
the SRB to the DM. Considering, the long-term usadethis key, for initial
deployments, we intend to follow option 2.

Figure 18. The DM-SRB secure communication channel
Scalability

In scenarios involving several SRB servers and¢gesal DMs, the public key-based
encryption mechanism still holds. The use of pukéigs instead of shared symmetric
keys implies that the number of keys depend on ttial number of message
recipients in the network. Therefore, if 3 DMs aderwith 1 SRB server, the total
number of key pairs that need to be generated wstilldbe 1. In the SRB-DM
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scenario, the total keys that need to be genereaedtherefore be defined as a
function of the total number of SRB server instangperating in the grid network.

Figure 19. Scalability aspects of the scheme; Karysfer mechanism
Securing the SRB-PGL (GridSphere) Channel(s)

When a client process attempts to access the tatdson the SRB server, a shell
script is invoked on the SRB server to performdkeryption of the file name and/or
the file contents using the SRB'’s private key. Sujoently, the data is re-encrypted
using the client’s public key. It is assumed héa the clients access the SRB server
via either the GridSphere server, or the SRB clieht. We propose the use of a
MyProxy-based temporary credential mechanism fdifwate management.
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Figure 20. Securing the SRB-PGL communication cbehnn

The MyProxy server will store the user credentigdsvate key) on their behalf
locally. Users requesting for services accesshis tase the SRB server, will be
provided with a local proxy instance, which canused by the SRB server to access
the GridSphere server, and vice versa. The MyPexyer provides added security
by disallowing the use of long term certificatesl gorivate keys by the users on a
frequent basis. On the contrary, short-lived crédén(7 day validity on average), are
issued to the users for securing their communioatiovith the clients. The
Certification Authority (CA), responsible for gemagion of long term certificates and
the corresponding private keys, may or may noteeas an instance on the MyProxy
server. In other words, the CA can be a centraligedted authority, common to the
entire grid network.

HTTPS — GridSphere to Client Data Transfer

It is advisable to use HTTPS protocol to secure tloanection between the
GridSphere server and the end-user. HTTPS will ideoan encrypted channel, for
the secure transfer of data, and will also autbatdi the GridSphere server to the
clients. Enabling HTTPS in GridSphere requires #diting of the server.xml
configuration file. For HTTPS to be successfullypiemented, the GridSphere server
will need to have a certificate (either self-signedsigned by a trusted CA).
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4 Archival Storage of Project Deliverables

4.1 GnuPG Installation and Setup

Install GhnuPG (GPG) on both the JAINIS and SRB nireeh—
which can be downloaded fronttp://www.gnupg.org/(en)/
download/index.htmlinstallation instructions are located at
http://webber.dewinter.com/gnupg_howto/english/GR&Mowt
0-2.html

Upon successful installation, generate a key gaheaSRB server
using the following command:

[srb@srb-server ~]$ gpg —gen-key
1 <enter>

<enter>

<enter>

y <enter>

SRB Server <enter>
srb@srb-server <enter>

<enter>

O <enter>

(for passphrase) <enter> <enter>

We now need to export the SRB's public key, forars¢he
JAINIS machine.

[ [jainis@jainis-server ~]$ gpg --import srb.pub.key |
At the JAINIS Server you can import the SRB keyakwws:

[ [iainis@jainis-server ~]$ gpg --import srb.pub.key |
Furthermore on the JAINIS Server we need to setsi kevel for
the SRB's public key.

[[ainis@jainis-server ~|$ gpg --edit-key "SRB Serve r' trust
5 <enter>

y <enter>

save <enter>

The JAINIS Server can now encrypt files using tRBS public

key.
[[ainis@jainis-server ~]$ gpg --output <encrypted-f ile> --encrypt \
-r "SRB Server" <plaintext- file>

The SRB can decrypt files using its private key. #éenot need to
specify the key to use as GPG will use SRB's ovivafe key by
default.

[srb@srb-server ~1$ gpg --output <decrypted-file> \
--decrypt <encrypted-file>

4.2 Shell Script Usage

4.2.1 encrypt.sh
Usage: encrypt.sh <plaintext-file> <empted-file>

Comments: Encrypts the plaintext file using tiRBS public key,
and stores the results in a new file named aftextmcrypted-file>
argument that was passed in.
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Example: encrypt.sh test-data enc-test-data

4.2.2 filename_encryption.sh
Usage: filename_encryption.sh <file>

Comments: Encrypts the filename of the file pdsa. The
results of this process will be stored in a folflecated in the
directory where this script resides) called “endexf'. The
contents of this directory include 2 files: thegimal file with a
unique (and unintelligible) filename; and a filatlstores the
encrypted filename. The second file can be usetti®DM for
purposes that require the need for having theraldilename in
plaintext.

Example: filename_encrypt.sh test-data
this gives us the following files:
Jenc_test-data/VFWhWNykJoTaXeOaXpwmSUQCOd4255
Jenc_test-data/VFWhWNykJoTaXeOaXpwmSUQCOd4255.
Filename
4.2.3 cleanup.sh
Usage: cleanup.sh <filename>

Comments: This script is called after the filathvencrypted
filenames have been uploaded to the SRB serverpilitpomse of
this script is to delete the directory that wasdudering the
filename encryption process.

Example: cleanup.sh test-data
this will delete the following directory and ailefs contained
within;
Jenc_test-data/VFWhWNykJoTaXeOaXpwmSUQCOd4255

Jenc_test-data/VFWhWNykJoTaXeOaXpwmSUQCOd4255.
filename

Jenc_test-data

4.2.4 decrypt.sh
Usage: decrypt.sh <encrypted-file> <dptag-file>

Comments: Decrypts the encrypted file usingSRd's private
key, and stores the results in a new file namest #fie <decrypted-
file> argument that was passed in.

Example: decrypt.sh enc-test-data test-data

4.2.5 filename_encryption.sh
Usage: filename_decryption.sh <file>

S|4 Final Report

Page 45 of 54



Comments: Decrypts the filename of the file pdss. The file
passed in must have a corresponding <file>.filenaméch is
where the encrypted filename is actually storeds $oript will
decrypt the filename, and combine the result withdctual
contents of the original file passed in.

Example: filename_decryption.sh
vFWhWNykJoTaXeOaXpwmSUQCOd4255

this will use the following files:
VFWhWNykJoTaXeOaXpwmSUQCOd4255
VFWhWNykJoTaXeOaXpwmSUQCOd4255.filename
and will result the following file:
test-data

4.3 encrypt.sh

#l/bin/bash

# Created by Matt Swift (mjswift@gmail.com)

# This shell script is used to encrypt a file that is passed in.
# The encryption is performed using a public key

# (in our case the public key of the SRB server)

# Test to make sure the correct number of arguments were passed in.
if [ $# -ne 2]
then

echo "Usage: encrypt.sh <plaintext-filename> <encr ypted-
filename>"

exit 1

fi

# Step 1: Make sure that the plaintext file exists
test -f $1
if[$? -ne 0]
then
echo "ERROR: Plaintext file ($1) does not exist."
i exit 2
i

# Step 2: Encrypt the file (first argument passed i nto this script)
using GnuPG (GPG).

# The encrypted file will be stored using the filen ame passed in as
the second argument.

echo "Encrypting the file..."
gpg --output $2 --encrypt -r "SRB Server" $1

if [$? -ne 0]
then
echo "ERROR: An error occured while trying to encr ypt the
file."
exit 3
fi

echo " done"
exit 0

4.4 filename_encryption.sh

# Created by Matt Swift (mjswift@gmail.com)
# This shell script is used to encrypt the filename of a file that
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# is passed in. The encryption is performed using a public key
# (in our case the public key of the SRB server)

# If the file passed in is called /home/matt/temp.t xt then the file
with

# the encrypted filename will be stored at
/home/matt/enc_temp.txt/<random-file>.filename

# and the unencrypted original file will be stored at
/home/matt/enc_temp.txt/<random-file>

FILENAME="$1"

# Test to make sure the correct number of arguments were passed in.
if[$#-ne 1]
then
echo "Usage: filename_encrypt.sh <file>"
exit 1
fi

# Step 1: Make sure that the file exists.
test -f SFILENAME
if[$? -ne 0]
then
echo "ERROR: File ($FILENAME) does not exis t."
i exit 2
i

# Step 2: Make a new directory where the original f ile and the
encrypted filename

# will be stored.

DIRNAME="dirname $FILENAME"

ENC DIR=$DIRNAME/enc “basename $FILENAME"

# Test to see if we can make a new directory.
test -w $DIRNAME

if[$? -ne 0]

then
echo "ERROR: Unable to create a new directory ($EN C DIR)"
exit 3

fi

# Make the directory.
mkdir $ENC_DIR

# Step 3: Move the original file to the new directo ry, and store
using its
# unique filename (eg: JzCEYvqWPa3063). Store the e ncrypted filename

in
# a similar file (eg: JzCEYvgWPa3063.filename).

# Make the unique file and its corresponding *.file name file
UNIQUE FILE="mktemp -p SENC_DIR XXXXXXXXXXXXXXXXXXX XXXXXXXXXXX"
if[$? -ne 0]
then
echo "ERROR: Unable to create a unigue file at $EN C DIR"
rm -rf SENC_DIR
exit 4
fi
# Encrypt the filename and store the output in $UNI QUE_FILE.filename
echo "Encrypting the filename..."
basename $FILENAME | gpg --quiet --output SUNIQUE_F ILE.filename --

encrypt -r "SRB Server"

# At this stage only $UNIQUE_FILE.filename exists, however we still
have the $UNIQUE FILE
# variable stored.
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# Move the original file to UNIQUE_FILE (thus creat ing the
UNIQUE_FILE in the process)
mv $FILENAME $UNIQUE_FILE

if[$? -ne 0]
then
echo "ERROR: Unable to move the original file to
$SUNIQUE_FILENAME"
rm -rf SENC_DIR $UNIQUE_FILE $UNIQUE_FILE filename
exit 5
fi

echo " done"
exit 0

4.5 cleanup.sh

#!/bin/bash

# Created by Matt Swift (mjswift@gmail.com)

# This shell script is used to clean-up files used during the
filename

# encryption process. This script should only be ra n once the
encrypted

# files have been uploaded to the SRB server.

# This file is run by passing in the original filen ame that was
encypted.
FILENAME=$1

# Step 1: Make sure the correct number of arguments were passed in.
if [$# -ne 1]
then
echo "Usage: cleanup.sh <filename>"
echo" Where <filename> is the original name o f the"
echo" file that has had its filename encrypte d."
exit 1
fi

# Step 2: Make sure the encryption directory exists
test -d enc_$FILENAME

if[$? -ne 0]

then
echo "ERROR: The directory (enc_$FILENAME) does no t exist."
exit 2

fi

# Step 3: Directory exists - clean it up
echo "Performing cleanup..."
rm -rf enc_$FILENAME

echo " done"
exit 0

4.6 decrypt.sh

#!/bin/bash

# Created by Matt Swift (mjswift@gmail.com)

# This shell script is used to decrypt a file that is passed in.
# The decryption is performed using a private key

# (in our case the private key of the SRB server)

export SRB_PRIVATE _KEY=rsa_private.key
# Test to make sure the correct number of arguments were passed in.

if [ $# -ne 2]
then
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echo "Usage: decrypt.sh <encrypted-filename> <decr
filename>"

exit 1
fi

# Step 1: Make sure that the encrypted file exists
test -f $1

if [$? -ne 0 ]

then
echo "ERROR: Encrypted file ($1) does not exist."
exit 2

fi

# Step 2: Decrypt the file (first argument passed i
using openSSL.

# The decrypted file will be stored using the filen

the second argument.

# The key used for decryption is specified by SRB_P

echo "Decrypting the file..."

ypted-

nto this script)
ame passed in as

RIVATE_KEY above.

openssl rsautl -inkey $SRB_PRIVATE_KEY -decrypt -in $1 -out $2
if[$? -ne 0]
then
echo "ERROR: An error occured while trying to decr ypt the
file."
exit 3
fi
echo" done"
exit 0
4.7 filename_decryption.sh
# Created by Matt Swift (mjswift@gmail.com)
# This shell script is used to decrypt the filename of a file that
# is passed in. The decryption is performed using a private key

# (in our case the private key of the SRB server)

# If the file passed in is called /home/matt/<encry
then the file with

# the decrypted filename will be stored at /home/ma
filename>

FILENAME="$1"

# Test to make sure the correct number of arguments
if [ $#-ne 1]
then
echo "Usage: filename_decrypt.sh <file>"
echo" Where <file> points to the file with th
echo" filename, and NOT the file ending in *.
exit 1
fi

# Step 1: Make sure that the file and file.filename
test -f "$SFILENAME"
if [$? -ne 0 ]
then
echo "ERROR: File ($FILENAME) does not exis
exit 2
fi

test -f "$FILENAME.filename"
if [$? -ne O ]
then

echo "ERROR: File ($FILENAME.filename) does not ex

exit 3

pted-filename>

tt/<decrypted-

were passed in.

e encrypted"
filename"

exists

ist.
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fi

# Step 2: Decrypt the filename.

# This is done using GnuPG (GPG). To decrypt the fi
need to decrypt the

# contents of $FILENAME filename.

echo "Decrypting the filename..."

echo "srbpass" | gpg --quiet --output decr_temp --p
decrypt $FILENAME .filename

#openssl rsautl -inkey $SRB_PRIVATE KEY -decrypt -i
$FILENAME filename -out decr_temp

if [$? -ne 0]
then
echo "ERROR: An error occured while trying
file."
exit 4
fi

# Step 4: Get the decrypted filename from decr_temp
temporarily

DECR_FILENAME="more decr_temp"

rm -f decr_temp

echo "Decrypted filename = \"$DECR_FILENAME\""

DIRNAME="dirname $FILENAME"
# Test to see if we can make the new file
test -w $DIRNAME
if [$? -ne 0 ]
then
echo "ERROR: Unable to create the new file
($DIRNAME/$DECR_FILENAME)"
exit 5
fi

# Step 5: Store the original file using its decrypt
cp $SFILENAME $DIRNAME/$DECR_FILENAME
if[$? -ne 0]
then
echo "ERROR: Unable to make the new file with decr
filename at $DIRNAME"
i exit 6
i

#cleanup
rm -f SFILENAME $FILENAME.filename

echo " done"
exit 0

lename we will

assphrase-fd 0 --

n

to decrypt the

and store it

ed filename.

ypted
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5 Recommendations
In summary the following recommendations are made.
SSH-based remote login facility to all grid resasof DART

Globus-toolkit customisation for SRB support implyi GSI to be used a
standard for following security goals of DART:

- User Authentication
- Data obfuscation using X.509 PKI certificates
- Integrity verification using X.509 —based hashing

Usage of MyProxy for enhanced security in termgeaiporary key generation
and usage, and to facilitate centralised privaterhkanagement centre

Avoid data encryption of sensory data unless exttgrmecessary, poor
resources imply more burden on the tiny devices

Local PKI (VPAC) to be used for PKI certificate ussice and validation, until
another standard such as CAUDIT comes into play
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7 Terms of Reference

7.1 Glossary
Acronym Definition
GSlI Globus Security Infrastructure
SRB Storage Resource Broker
GT-4 Globus Toolkit version 4
PKI Public Key Infrastructure
CA Certification Authority
WAN Wide Area Network
SSL Secure Sockets Layer
SSH Secure Shell
MAC Message Authentication Code
7.2 References
1. http://www.globus.org/grid_software/security/mypygxhp
2. http://www.globus.org/grid_software/security/kx588€d-kca.php
3. W. Doster, M. Watts, and D. Hyde, “The KX.509 Ral,” Technical

Report

http://grid.ncsa.uiuc.edu/myproxy/scenarios/

. M. Thompson, “Future of Credential Managementt@n@rid,” DSD
Dept. Meeting, Oct., 2005.

6. C. Kaufman and R. Perlman, “Network Security: AvRte
Communication in a Public World,” 2002.

7. http://www.hitmill.com/computers/kerberos.html

8. Higher Education Bridge Certification Authority (BICA)
[http://www.educause.edu/PressReleases/1175?1D%1036
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8 Report Signoff
It is agreed between
Lead Investigator
and
Chief Investigator
and
DART Project Director

That theFinal Report Documentfor theDART SI7 Develop a cost
effective data pre-processing system for the sesmyrstorageagives a full
account of the work undertaken for the DART Praoject

Staff Member Contact
Staff Member Contact
Staff Member Contact
Staff Member Contact

has been read and reviewed by all parties,
shows that thevork package ?Ras been completed satisfactorily,
clearly outlines théunctionality that was delivered

Dated this dd" day of mmmm 20y

Signed byname of Cifor and on Signed for and on behalf olART by
behalf of the Chief Investigator the Project DirectoAndrew Treloar
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